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1. Mantra MFS110 Driver Setup Installation.

1. Start installation:
Right click on setup file and select “Run as administrator”.

Marme Date modified Type Size

& MF51100riuwer 12047022 1239
Open
E;' Fun as administrator

Application 4949 KB

Troubleshoot compatibility
Pin to Start

2. Welcome Wizard and Destination Location:

§ Setup - MF5110Driver version 1.1.0.0 — X

Ready to Install
Setup is now ready to beqin installing MFS1100river on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\Mantra\MFs 110Driver

Install Cancel
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3. Finish Driver Installation

& Setup - MF51100river version 1.1.0.0 —

Completing the MFS110Driver
Setup Wizard

Setup has finished installing MFS1100river on your computer.

Click Finish to exit Setup.

2. Mantra MFS110 RD Service Installation.

1. Start installation: Right click on setup file and

B> select “Run as administrator”.

t MantraMFS‘I -IﬂHIDSEm:. .3 e S RS S A A ST A L -t .-l .T54 HE
| Open

E;‘ Run as administrator
Troubleshoot compatibility
Pin to Start
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2. Welcome Wizard:

& Setup - Mantra MF5110 Registered Device Service version 1.0.1

Select Start Menu Folder
Where should Setup place the program's shortouts?

2l

L
0~ Setup will create the program's shortcuts in the following Start Menu folder.

(we——

To continue, dick Mext. If you would like to select a different folder, dick Browse.

(Default)

Browse...

[]Don't create a Start Menu folder

3. Destination Location:

& Setup - Mantra MF5110 Registered Device Service version 1.0.1 — b

Ready to Install
Setup is now ready to begin installing Mantra MF5 110 Registered Device Service

on your computer.

Clidk Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:'Program Files\Mantra‘\RDService MFS 110

Start Menu folder:
(Default)

Badk Install Canicel
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4. Finish RD Service Installation:

& Setup - Mantra MF5110 Registered Device Service version 1.0.1 —

Completing the Mantra MFS110
Registered Device Service Setup
Wizard

Setup has finished installing Mantra MF5110 Registered Device
Service on your computer, The application may be launched by
selecting the installed shortcuts,

Click Firish to exit Setup.

B> After installation of RD Service, it can be found under Services form “Control Panel\All Control
Panel Items\Administrative Tools”.

. Services (Local)

Mantra MFS110 AVDM Mame Description Status Startup Type Log On As
. k.,‘il Mantra AVDM Mantra Aad... FRunning Automatic Local Syste...
Stop the service A Mantra MF5110 AVDM Mantra MFS.. Running Automatic Local Syste...

Festart the service

k.'i'?_;Mantra MIST00VZ AVDM Mantra MI5.. Running  Automatic Local Syste...

+91 84343 84343
support@radiumbox.com 6
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3. MFS110 L1 Registered Device

B> When RD Service will detect device then it will convert it into registered device and user will be
notified with success response by RD Service.

p> After that you need to unplug and plug your device.

!

MANTRA AVDM

You have successfully converted device into aadhaar
registered device.
Kindly unplug and plug your device again.

K

Q

B> If your device is not listed at Mantra Management Server than user will be notified with below
message so in this case you need to contact with our Radium Team at http://radiumbox.com Or
+91 84343 84343.

MANTRA AVDM

Emor: -215{(Please get it registered your fingerprint
device at: a) servico mantratecapp.com b) Or call on
+91-79-43068000 )

B> Once registered MFS110 device will be plugged to the system, RD service will detect it
automatically and validate it on Mantra’s Management Server.
B> Once validation competed then it will generate below popup for user information.

MANTRA MFS110 AvDM (0

Framewaork is ready to use

() +9184343 84343
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4. RD Service Test Application

1)  HTTP : http://rdtest.aadhaardevice.com/
2) HTTPS : https://rdtest.aadhaardevice.com/ (Test in https URL if your website is in https)

B> By running RD Service Test application, user can detect Mantra RD Services installed in the
system.

aizes ramevr [

Select Option to Capture
AVDM DataType Wadh Finger Count Face Count Itis Type
(READY-11100)Mantra MFS110 Authentication Vendor Device Manager v X v i w 0 w SELECT v

B>  User can get Device Information which is connected to its system.

Select Option to Capture
AVOM DalaType Wadh Finger Count Face Count Irig Type

(READY-11100)Mantra MF5110 Authentication \andor Device Managar v X v 1 v o v SELECT w
Timeout Pidver Env Client Key Irig Count Finger Type Face Type

10000 v 20 v ep v Enter text 0 v FMR v SELECT v
PTimegut FGCount QTP

20000 v 2 v Enter text

AVDM [ Device Info Pid Options

<7ami version="1.0"7> =

<Devicelnfo dpld="MANTRA MSIPL" rdsld="RENESAS MANTRA.001" rdsVar="1.0.0° mi="MFS 110

me="MIIDZTCCAWgAwBAgIMJAWMEEANjAWDGYJKoZlhve NAQELB QliwgZsxHzAdBgighkiGIwDBCOEWEHJKG ThbnRy YXRIYYSba0KFIAUBGNVBAMTDU
1TSVEMIE WK FEPQ2EXC2A BgNVBASTAKLUMSUwiW YDV QQKE Y WS 0 mEgL2SmdGViaC BbmRpY SBQdn Qg THREMRIWEAY DVAQHEWIBG1 ZGFYWE
XC2AJBONVBAGTAKGKMOSWC QY DY QG EwdTiAeFudyMTADMTUwNDQWMDRSF w0y MTATMT CxMTEYNTEaMIGWMSQwlg Y KoZIhve NAQKBFHVzdXBwb3) ™
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B> By calling capture function of RD service, user can capture biometric data.

Select Option 1o Caplure

AvOM CetaType Viiagh Finger Count Face Count s Type
MFS110 Authentication Vendor Device Manager v i w 1 - - v
Timeout Fidver Emv Client Key sis Count Finger Trpe
i 0 b i hd e t 0 w FMA w w
PTimes PECoun ote
20000 - 2 w

Pid Options

G hBaRy VRIY

Mantra Management Server

B> Itis necessary that RD service installed in client machine must interact with Mantra’s
Management Server.

B> For that, client machine must access the domain https://aadhaardevice.com and it's
all sub- domains.
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5. Proxy Setting

Proxy in Network (if proxy is required to connect internet)

p- After installation of RD Service below Application — Config Mantra MFS110 RDService
shortcut will be available on ‘desktop’ as well as in ‘All Programs’.

- Config Mantra IRIS RD5ervice

Lonfig » Config Mantra MFS110 RDService
Mantra

MESTTO
RDService o ¥ Config Mantra RDService

Enter Proxy Server Enter Proxy Port

F \_
e L e

Proxy Settings

Proxy Server Porxy Server Proxy Port Port]

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

[restproxy || Sove prony | |
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p> Enter Username and Password if Proxy Authentication is required otherwise keep as

Blank.
& Configure Mantra RD . | x
Proxy Settings
Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

:-Z-‘ Conﬁgure Manlra!ﬁ)

Proxy Settings

Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserMame & Password if Proxy Authentication is not required

User Name Password

@ Prowy Settings Save Successfully, Kindly Unplug and Plug Device,

B> You need to “Unplug and Plug” device so RD Service will take that proxy setting to
communicate “Mantra Management Server”.
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6. Browser Configuration for RD Service

There is no any configuration require in Chrome or Firefox if web
application is running on HTTPS.

Below browser configuration for HTTP request

only 1) Chrome (For HTTP Request only)

If Web Application which is calling RD Service APl is running on HTTP then configure your
chrome browser as below.

Browse below URL to change value to ‘Disable’ for ‘Block insecure private network requests’
chrome:/I/flags/#block-insecure-private-network-requests

“ C & Chrome | chromey//flags/#block-insecure-private-network-requests @ = 1 » 0O 2

Block insecure private network requests.

Prevents non-secure contexts from making subresource requests to more-private IP

addresses. See also: https://developer.chrome.com/blog/private-network-access-update/ - [ Default w ‘

Mac, Windows, Linux, ChromeQS, Android, Fuchsia, Lacros | Default '

#block-insecure-private-network-requests Enabled .
Disabled

Send Private Network Access preflights
Enables sending Private Network Access preflights ahead of requests to more-private IP

addresses. Failed preflights display warnings in DevTools without failing entire request. See Default "

also: https://developer.chrome.com/blog/private-network-access-preflight/ = Mac,

Windows, Linux, ChromeOS, Android, Fuchsia, Lacros

#private-network-access-send-preflights

Respect the result of Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP

a.ddre.sses. Tl?ese- preﬂiqht requests r_*r]ust succeed in an:’:er for the reqﬂuelst to proceed. See | - o g

() +9184343 84343
support@radiumbox.com
@  www.radiumbox.com
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2) Firefox (For HTTP Request only)

Browse below URL to change value to TRUE for ‘network.websocket.allowinsecureFromHTTPS’

about:config

o 1 moe £

about:config

= ¢ @ © Firefo
Show only modified preferences

L network.websocket.allowlnsecureFromHTTPS
network.websocket.

true \_—\ L
allowlnsecureFromHTTPS

3) Microsoft Edge (For HTTP Request only)

Browse below URL to change value to ‘Disable’ for ‘Block insecure private network
requests’ edge://flags/#block-insecure-private-network-requests

« O @ Edge Mags/#block-in
Q, Search flags

# Block insecure private network requests,
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4) Internet Explorer (For HTTP and HTTPS)

{anera | ety |prvacy | et | Comnecton | rograms | advanced

Salectis b b3 vien o Chirgn ipculy WSO
hipret  Localerecst [EEEERUE  Setind
i |
Trusted siltes e
Th o conlars pebatrs $hat [T
Fuat nat b dimige your Somguter o
vour fies.
Fioas v Webea3Es N T 2one
fos s
Seunty el e .
L
i &m‘uﬂ B Ditls
LA SEENg. i - @ Enatie X
Toe e s A : | e it e e e
+ T B rpcomminided seTirge, Aok Defit vl = AT
Reset Cuaiem seiings
|| Enable Protectnd Hodle (requeres riitarting Inferret Explorer| PO, | |_ :
- - m )
L e | i i) e |
— Click "OK",

T~ ) o e [ ey

_,l Click on "Custom Level™ and "'Eu.nhlr" these optisns
[t ] | s shown a8 per image and "Disable™ smaart sereen filler as per this image

Click "OK"

£ hittps/download mantratecapp.com/od 2~ @ © | £ RD Service Client i e i ———— ﬁ? <
Select Option to Capture Ll 1.
: File
Initialized Framework [ intemet Options (9] = | :
inger Count| 1 Zoam [HNX]
Im‘! || e I&nml" [ — ] o ‘l You can acdd and remove websites from this zone. All websites in o
3. thig 200 will uss the Tone's seourity ssttings, P Add site to S8art menu
Sakict a o8 lo view o changs seasily setfings. 6. add Url shown in below images View downloads Clris)
e l J ® - Manage add-ons
Internet  Local intranet | Trusted sites | Restricted et il Iml F12 Developer Tools

PERSONAL IDENTITY| 4 L Websites: Go to pinned sites

Trusted sites B = 7 [ il G ibility View settings
: i Sites hitp:(/127.0.0.1 | memove |
@ I dene e m"‘mﬂf": Lo |.—I hitp:jdenmioad mantatecags. com 2 I TR ]
Match Strategy:|| ® your fles. 5. http:focalhost . ptions
You hive websites in this 2one.
Local Name; st vl for Bk s
DOB: [ Reure server vesticaton thtps:) foe o stes s this v |
Pho Custom 7. if your site using only "http" insted of "https"
e C‘.I-:W“*Wx-ﬂw ik v then you ean uncheck this bex
DOB T_ype: sel =To use hrmﬂvﬂ‘daw,mﬁfﬂtm. ® Exact
L FULL AD! [Z] Enabie Protected Mode (requines restarting internet Exploner)
Match Strateq [ Qammieve.. || oefuitievel | Lacal Match Value:
| Resetal zones to defudtievel | n A
Address Val - Local Address; o
L [ ] sony
avdrmidevice info
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[ General | seaurity [ Privacy | Content | Connections | Programs | Advanced |
Settings

[ Enable Enhanced Protected Mode* -
[¥] Enable Integrated Windows Authenbication™

L C Unckeck this check box if
|| Enable SmartScreen Filter -PREREs
| Enable Strict P3P Vabdation™ t is checked.

[7] Send Do Mot Track requests to sites you visit in Internet E
T Use 5oL 2.0
[¥] use s 3.0

Check all these check box

[¥] use s 1.0 if it is unchecked
[¥] useTis 1.1
[V] UseTLS 1.2 E e A
V| Warn about certificate address mismatch™ =] / Click "OK"
[ Wam if changing between secure and not secure mode /
[+ WxnifPOﬂﬂ.hﬂﬂdism:t‘echedmgmﬂutduesn'/

Restart "Internet
*Takes effect after you restart your computer / Explorer” browser and then
| Restore advanced sejaiigs | test again for capture finger

A [0 | b

Reset Internet Explorer settings
Resats Internet Explorer’s settings to ther default
condition.
You should only use this If your browser is in an ug

7. Configure System Time Zone

- ™y
= Date and Time u
[
Date and Time | Additional Clocks | Internet Time
Date:
Friday, August 18, 2017
: i
Time: [l
31922 PM i
: L
Time zone
[ ]
I (UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delhi I I
[ Change time zone... ]
Daylight Saving Time is not observed by this time zone. L
L]
Get more time zone infermation online
How do I set the clock and time zone? ||
B |
Lo J[ cacl [ ooy |
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8. Device Registration on Management Server

To register your device under RD Service or required any annual AMC / Installation service
support, send the serial number of your Mantra device to -

Toll Free and WhatsApp Number - +91 84343 84343

Mail : - support@radiumbox.com

9. Technical Support

Radium Support Team
support@radiumbox.com
+91 84343 84343 or 011-41000036

This information can be shared with your clients or end user for any kind of technical support.
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