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1. Mantra MFS100 Driver Setup Installation.

1.Start installation:
Right click on setup file and select “Run as administrator”.

Mame Date modified Type Size
ﬁ MFS100Driver.exe 6/8/2017 5:17 PM Application 15,428 KB
Open |
"5 Run as administrator
Troubleshoot compatibility

[  Edit with Notepad++
™ Select Left File for Compare

2. Welcome Wizard and Destination Location:

® Setup - MFS100Driver = |

Welcome to the MFS100Driver
Setup Wizard

This will install MFS 100Driver version 9.0, 2.4 on yaur
computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mext = |I Cancel
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3. Destination Location

Ready to Install
Setup is now ready to begin installing MFS 1000river on your computer.

Click Install to continue with the installation, or didk Back if you want to review ar
change any settings.

Destination location:
| C:'\Program Files\Mantra\MFs 100\Driver

< Back

4. Finish Driver Installation

& Setup - MFS100Driver

Completing the MFS100Driver
Setup Wizard

Setup has finished installing MFS 1000river on your computer.,

Click Finish to exit Setup.
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2. Mantra RD Service Installation.

1.Start installation:

Right click on setup file and select “‘Run as administrator”.

Mame

‘- MantraRDService.exe ; T3 2017 11-41 ARA  Annlicatinn

Date modified Type Size

Troubleshoot compatibility
[&f  Edit with Motepad++
-

3

| Open

® Run as administrator
Select Left File for Compare

2. Welcome Wizard:

® Setup - Mantra Registered Device Service Production Ll ]

Welcome to the Mantra
Registered Device Service
Production Setup Wizard

This will install Mantra Registered Device Service Production
version 1.0.0 on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

3. Destination Location:

& Setup - Mantra Registered Device Service Production =2t

Ready to Install

Setup is now ready to begin instaling Manira Registered Device Service
Production on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any sattings.

Destination location:
C:\Pragram Files\Mantra\RDService \MFS 100

[ <Back Instal Cancel |
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4. Finish RD Service Installation:

Q Setup - Mantra Registered Device Service Preduction = | S|

Completing the Mantra Registered
Device Service Production Setup
Wizard

Setup has finished installing Mantra Registered Device Service
Production on your computer.

Click Finish to exit Setup.

. After installation of RD Service, it can be found under Services form “Control Panel\All Control Panel
Iltems\Administrative Tools”.

" Services (Local)
Mantra AVDM Name - Description Status  Startup Type
: 3 Wantra AVDM Mantra Aadhaar Vender Device Manager Automatic
St_ugthesemcg % Mantra AVDM Helper Mantra Aadhaar Vendor Device Manager Helper Started  Automatic
Mthesewlce F L] L ' roa I " " L L) ro~ ' ro I . I . I v ol e L] 1
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3. MFS100 LO Registered Device

. When RD Service will detect public device then it will convert it into registered device and user
will be notified again with success response by RD Service.

. After that you need to unplug and plug your device.

MANTRA AVDM

!

You have successfully converted device into aadhaar
registered device.
Kindhy unplug and plug your device again.

K

m

. If your device is not listed at Mantra Management Server than user will be notified with below
message so in this case you need to contact with our Radium Team at http://radiumbox.com Or
+91 84343 84343.

MANTRA AVDM

Emor; -215{Flease get it registered your fingerprint
device at: a) servico mantratecapp.com b) Or call on
+91-79-45068000 )

K

|m

Once registered MFS100 device will be plugged to the system, RD service will detect it automatically
and validate it on Mantra’s Management Server. Once validation competed then it will generate
below popup for user information.

MANTRA AVDM

!

Framewark is ready to use

K

m
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4. RD Service Test Application

. HTTP : http://rdtest.aadhaardevice.com/
. HTTPS : https://rdtest.aadhaardevice.com/ (Test https URL if your website is in https)

. By running RD Service Test application, user can detect all RD Services installed in
their system.

Select Optian to Capture
AVDM (READY)Mantra Authentication Vendor Device Manag v
Initialized Framework ; : .
[ ] Timeout 10000 vpidver | 20 v[Ew | PP v FingerCount| 1 ¥ [FingerType| FMR
Discover AVDM FmpE
InsCount | 0 * IisType | SELECT
Device Info Wadh FaceCount | 0 7 FaceType | SELECT v
4
DataType Xr

« User can get Device Information which is connected to its system.

Seleet Ogien to Castre: <
AWOM (READarta Authentication Vendor Device Manag ¥
Timeout 1000 v Pover | 20 vEw | 2R+ FirgerCourt| 1 v FingerType| FMR =
Iris Count. 1] * lris Type: SELECT ¥
Weh FaceCount | 0 ¥ Facelype | SELECT ¥
y:
CanaType X T
PERSOMAL IDENTITY (T
Hamed Match Valoed  Select v Cace O] Buicing]
Match Strategy]] ® Bt O Pactisl O Fuzzy 2] Lang=ang Ereees]
Local Hame] LocallaichiValuey Seiott ¥ Loeaite] B0 e
Doay Gercerd Select v City Sty Dintd
Prane] v District] Tate]
DOS Typey|  sedect . Pinlode] Match Serabegy = Exact
PERSONAL FULL ADDRESSIFFAY |
Much Stracend = Bact L) atal ) Fuzzy 1 Masc Valoa ] Salect ¥ Local Maich Valoe] Selcl ¥ |
Asdress Value Local Accressd
Capture Bt
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http://rdtest.aadhaardevice.com/
http://rdtest.aadhaardevice.com/
https://rdtest.aadhaardevice.com/
https://rdtest.aadhaardevice.com/
https://rdtest.aadhaardevice.com/

ndor DEvice MAnAger™s

«¥xml versions®1.08%F> «Piddptions vera™1.4%> <0pls flounta™1" #Typea"d" iCounta™8" plounta™d" formata"@" pldvers"2.0" timcoul="10@dH" poshe "BENGH" crva™PP" /> < /PldOptions>

Mantra Management Server

. Management Server. For that, client machine must access the domain
https://aadhaardevice.com and it’s all sub- domains.

. Itis necessary that RD service installed in client machine must interact with
Mantra’s
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5. Proxy Setting

Proxy in Network (if proxy is required to connect internet)

« After installation of RD Service below Application — Config Mantra RDService
shortcut will be available on ‘desktop’ as well as in ‘All Programs’.

vy @ -

Computer  Ammyy-.. AnyDeskexe TeamnViewer

11

@

MNotepad++

|i Config Mantra RD5ervice

@ Default Programs

& Desktop Gadget Gallery

. Entrust IdentityGuard Soft Token
€ Google Chrome H

m

Enter Proxy Server Enter Proxy Port

\

& : e

%Q Configure Mantra RD Service \ M
=

Proxy Settings

Proxy Server Porxy Server Proxy Port Port

Keep blank UserMame & Password if Proxy Authentication is not required

User Name Password
[ restproxy [ Sove proxy | |

- ]
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. Enter Username and Password if Proxy Authentication is required otherwise
keep as Blank

Proxy Settings
Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

= e

ve Pro
el

. On “OK” Message of Test Proxy, click on Save Proxy.

‘ Conﬁgure Niantﬁl ﬁDw

Proxy Settings

Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

@ Proxy Settings Save Successfully, Kindly Unplug and Plug Device.

« You need to “Unplug and Plug” device so RD Service will take that proxy
setting to communicate “Mantra Management Server”.
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6. Browser Configuration for RD Service

There is no any configuration require in Chrome or Firefox if web application
is running on HTTPS.

Below browser configuration for HTTP request only.

1) Chrome (For HTTP Request only)

« If Web Application which is calling RD Service APl is running on HTTP then configure your
chrome browser as below.

. Browse below URL to change value to ‘Disable’ for ‘Block insecure private network requests’
chrome://flags/#block-insecure-private-network-requests

= C & Chrome | chrome/ffags #block-insecure-private-network-requests @ = 4« % 0 &

Block insecure private network requests.

Prevents non-secure contexts from making subresource requests to more-private IP

addresses. See also: https://developer.chrome.com/blog/private-network-access-update/ - Default vl
Mac, Windows, Linux, Chrome0S, Android, Fuchsia, Lacros Default
#block-insecure-private-network-requests Enabled

Disabled

Send Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. Failed preflights display warnings in DevTools without failing entire request. See
also: https://developer.chrome.com/blog/private-network-access-preflight/ — Mac,
Windows, Linux, ChromeQS, Android, Fuchsia, Lacros

Default ~

#private-network-access-send-preflights

Respect the result of Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. These preflight requests must succeed in order for the request to proceed. See

Defauilt w -
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2) Firefox (For HTTP Request only)

. Browse below URL to change value to TRUE for ‘network.websocket.allowlnsecureFromHTTPS’

about:config

-

c @ D Firef

abouteonfig

network.websocket.
allowlnsecureFromHTTPS

Q. network.websocket.allowlnsecureFromHTTPS

true

3) Microsoft Edge (For HTTP Request only)

« Browse below URL to change value to ‘Disable’ for ‘Block insecure private network requests

edge://flags/#block-insecure-private-network-requests

< G

2 Edge

gs# bhock-ir

QU Search flags

# Block insecure private network requests,

ws 0 1r i @O ® £
Show only modified preferences

—
=
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4) Internet Explorer (For HTTP and HTTPS)

“Falct 3. 500 b0 viw o Change secunty eetirgl.

@ & v O

btered  Localrtrace! [DECChUE]  Srstried
i

Trusted iltes

Fhek Sore o ar rebeaed Tt v
hﬂ;ﬂ#ﬂwmmw

vor
isd havvd WEtaAES N T 2002
Secuty kevel for e fore

Custom

Chahom sefirgs.
+ T charge B setirgs, ek Custom
hﬂhmmdﬂhfﬂw

| Enabla Profected Mode #ﬂrnnﬂrh Hlmﬂ Explarer}

Click "OK”

e il

Click "OK",

T o

| Liberdaki porsberice
15 Deabile
& Enale

Miwhwiias_in, bre rewalnacd, sk, neniare wns en apanyis m
- ]

';fﬂu_ﬂh'mmwm
22 cucinent, 2 G

B E

10 e (defmit)

Click on "Custom Level™ and "Enable” these options

shiwh as per lmsage and " Disable” smart screen GRer i per this image

b
ik

3

Add site to Start menu

F12 Developer Tocls

About Intemet Explorer

Select Option to Capture Print
= File
Initialized Framework [ intemet Opticns [2]
inger Count | 1 Zoom (0]
|"""‘ 1 | Content [ [ Programs | You can add and remove websites from s zone. Al websites i s Count | 0
this zore will Lse the nene's seaurity settngs. ez I
mamumumm" setings. 6. add Url shown in below images View dewnleads
@ &[/|0O : | e
t  Loalintaet | T ] R hitps/‘download. mantratecapp.com
PERSOMAL IDENTITY 4 . Websites: Go to pinned sites
Trusted sites : R
| | http://127.0.0.1
Name] This zone contains websites that you [L]
http: jdernlosd. mank atecapn. com — z
Match Strategys| © Yo e, o " 5. it {facabiost 2-I B ot
In this one, e
Local Name: Sacty Ieval i B e g

Cistarm

= To use the

Custom se
1'amhaw mmw;mw

| Reause server vesificaton (https:) for of stes m tiszsos |

then you can uncheck this box

[7] Erabile Pragtected Mode (requires restarting internet Explorer)

7. if your site using only "http" insted of "https"

| @ Exact

|r~ e

J | le][seka~]

Select V|

Local Match Value;

[ mesetal mnes o defmitievel | A

Local Address:

oox ] (oo ][ ooy
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-7 s
[ General [ secuity | Privacy | Content [ Connections [ Programs | Advanced |
Settings

[} Enable Enhanced Protected Mode® -
[ Enable Integrated Windows Authentication®
v port Unckeck this check box if
|| Enable SmartSereen Filber % s checked
[ | Enable Strct P vabdaton™ tis checked.
[7] Send Do Mot Track requests to sites you visit in Internet E
!.:._' Use 5oL 2.0 .
] UseSSL 30 Check all these check box
¥ useTs 1.0 if it is unchecked
[ usens 11
[¥] Use TS 1.2 e Ll
[+ Warn about certificate address mismatch™ = / Click "OK
[] Wamn if changing between secure and not secure mode /
[ Warn if POST submittal is redirected to a zone that doesn ™ m

| nr | B / Restart "Internet

*Takes effect after you restart your computer / Explorer" browser and then

| Beestore advanced sejhos | test again for capture finger
Reset Internet Explorer settings
Resets Internet Explorer's settings to ther default
condition.

You should only use this if your browser i in an

7. Configure System Time Zone
r.;; Date and Time o)

Date and Time | Additional Clocks | Internet Time

Date:
Friday, August 18, 2017

Tirme: [
3:19:22 PM i
E.T@Changegateandtime... i
L
Time zone i
I (UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delhi I I
[ Change time zone... ]
Daylight Saving Time is not observed by this time zone, f
L
Get more time zone information online
How do I set the clock and time zone? ||
F i |
ok ][ Canesl ]| ooy |
MANTRA MFS100 &) +9184343 84343
support@radiumbox.com 15

RD SERVICE MANUAL @
N

www.radiumbox.com



8. Device Registration on Management Server

To register your device under RD Service or required any annual AMC / Installation
service support, send the serial number of your Mantra device to -

Toll Free and WhatsApp Number - +91 84343 84343

Mail : - support@radiumbox.com

9. Technical Support

Radium Support Team
support@radiumbox.com
+91 84343 84343 or 011-41000036

This information can be shared with your clients or end user for any kind of technical
support.
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